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ɼʦʥʝʮʢʠʡ ʶʨʠʜʠʯʝʩʢʠʡ ʠʥʩʪʠʪʫʪ ʄɺɼ ʋʢʨʘʠʥʳ 

çɹʦʨʴʙʘ ʩ ʀʥʪʝʨʥʝʪ ʧʨʝʩʪʫʧʥʦʩʪʴʶè 

12-13 ʠʶʥʷ 2013 ʛʦʜʘ 



ʂʘʞʜʳʡ ʛʨʘʞʜʘʥʠʥ  

ʋʢʨʘʠʥʳ 

 ʜʦʣʞʝʥ ʟʥʘʪʴ,  

ʢʘʢ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʚ  

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ 



4 ʤʝʩʪʝ ʚ ʤʠʨʝ 

ʋʢʨʘʠʥʘ ʦʢʘʟʘʣʘʩʴ ʥʘ 4 

ʤʝʩʪʝ ʚ ʤʠʨʝ ʧʦ ʢʦʣʠʯʝʩʪʚʫ 

ʠʩʭʦʜʷʱʠʭ ʠʟ ʩʪʨʘʥʳ 

ʢʠʙʝʨʘʪʘʢ. ʆʙ ʵʪʦʤ 

ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʠʩʩʣʝʜʦ-

ʚʘʥʠʝ ʚʝʜʫʱʝʛʦ ʥʝʤʝʮʢʦʛʦ 

ʦʧʝʨʘʪʦʨʘ ʩʚʷʟʠ Deutsche 

Telekom, ʢʦʪʦʨʳʡ 

ʚʠʟʫʘʣʠʟʠʨʦʚʘʣ ʢʘʨʪʫ ʩʪʨʘʥ-

ʠʩʪʦʯʥʠʢʦʚ ʢʠʙʝʨʘʪʘʢ.  

ʀʩʪʦʯʥʠʢ: http://www.crime-research.ru/news/09.03.2013/7514/ 



ʀʥʪʝʨʥʝʪ - ʧʨʝʩʪʫʧʥʦʩʪʴ 

É ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʚʠʨʫʩʦʚ 

É ʍʠʱʝʥʠʝ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ 

É ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʝʪʩʢʦʡ ʧʦʨʥʦʛʨʘʬʠʠ 

É ɸʪʘʢʠ ʚ ʩʝʪʠ 

É ʀʥʪʝʨʥʝʪ-ʤʦʰʝʥʥʠʯʝʩʪʚʦ 

 

 

 

 

 



     ʉʫʱʝʩʪʚʫʝʪ ʤʥʦʛʦ ʚʠʜʦʚ ʫʛʦʣʦʚʥʳʭ 

ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʤʧʴʶʪʝʨʦʚ, ʚ ʨʘʤʢʘʭ 

ʢʦʪʦʨʳʭ ʠʤʝʝʪ ʤʝʩʪʦ ʭʠʱʝʥʠʝ ʜʝʥʝʞʥʳʭ 

ʩʨʝʜʩʪʚ:  

ʍʠʱʝʥʠʝ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ 

ʘʪʘʢʠ ʭʘʢʝʨʦʚ ʥʘ ʙʘʥʢʠ ʠʣʠ  

ʬʠʥʘʥʩʦʚʳʝ ʩʠʩʪʝʤʳ; 

 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʝʨʝʚʦʜʦʤ  

ñɻ ʣʝʢʪʨʦʥʥʳʭò ʜʝʥʝʛ; 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʙʘʥʢʦʚʩʢʠʤʠ  

ʧʣʘʩʪʠʢʦʚʳʤʠ ʢʘʨʪʘʤʠ. 

 



ɺʠʨʪʫʘʣʴʥʳʡ ʢʨʠʤʠʥʘʣ 

    ʇʦ ʠʥʬʦʨʤʘʮʠʠ ʅɹʋ ʋʢʨʘʠʥʳ, ʟʘ 2012 ʛ. 

ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ ʩ 

ʧʣʘʪʝʞʥʳʤʠ ʢʘʨʪʘʤʠ ʚ ʥʘʰʝʡ ʩʪʨʘʥʝ ʚʳʨʦʩʣʦ 

ʩʨʘʟʫ ʥʘ 47% ʠ ʩ 35 ʜʦ 57 ʫʚʝʣʠʯʠʣʦʩʴ 

ʢʦʣʠʯʝʩʪʚʦ ʙʘʥʢʦʚ, ʩʦ ʩʯʝʪʦʚ ʢʦʪʦʨʳʭ 

ʧʨʦʧʘʜʘʣʠ ʩʨʝʜʩʪʚʘ. ʂʘʢ ʠ ʧʨʝʞʜʝ, ʧʦ ʯʠʩʣʫ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʭ ʩʧʠʩʘʥʠʡ ʩʦ ʩʯʝʪʦʚ 

ʣʠʜʠʨʦʚʘʣʠ ʬʠʟʣʠʮʘ (ʝʞʝʜʥʝʚʥʦ ʦʪ ʥʘʩʝʣʝʥʠʷ 

ʧʦʩʪʫʧʘʝʪ ʜʦ 50 ʞʘʣʦʙ, ʩʦ ʩʯʝʪʦʚ ʟʘ ʧʨʦʰʣʳʡ 

ʛʦʜ ʧʨʦʧʘʣʦ 11,4 ʤʣʥ ʛʨʥ.). 



Shiming 

     ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʟʚʘʥʠʝʤ ʩ 

ʜʘʥʥʦʡ ʪʝʭʥʦʣʦʛʠʝʡ çʐʠʤè (shim ð 

ʪʦʥʢʘʷ ʧʨʦʢʣʘʜʢʘ), ʚʤʝʩʪʦ 

ʪʨʘʜʠʮʠʦʥʥʳʭ ʛʨʦʤʦʟʜʢʠʭ ʥʘʢʣʘʜʦʢ 

ʥʘ ʱʝʣʴ ʧʨʠʸʤʥʠʢʘ ʧʣʘʩʪʠʢʦʚʳʭ ʢʘʨʪ 

ʙʘʥʢʦʤʘʪʦʚ (ʩʢʠʤʤʝʨʦʚ), ʚ ʰʠʤʤʠʥʛʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʯʝʥʴ ʪʦʥʢʘʷ, ʛʠʙʢʘʷ 

ʧʣʘʪʘ, ʚʥʝʜʨʷʶʱʘʷʩʷ ʯʝʨʝʟ ʵʪʫ ʱʝʣʴ 

ʚʥʫʪʨʴ ʙʘʥʢʦʤʘʪʘ ʠ ʧʨʘʢʪʠʯʝʩʢʠ 

ʥʝʟʘʤʝʪʥʘ. 

 ʅʘ ʩʤʝʥʫ ʩʢʠʤʤʠʥʛʘ, ʧʨʠʰʝʣ ʥʦʚʳʡ ʚʠʜ 

ʢʨʘʞʠ ʜʝʥʝʛ ʩ ʙʘʥʢʦʚʩʢʠʭ ʢʘʨʪ. 



ʄɺɼ ʧʦʩʪʦʷʥʥʦ ʚʳʷʚʣʷʝʪ ʩʣʝʜʳ 

ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʥʘʢʣʘʜʦʢ ʥʘ ʙʘʥʢʦʤʘʪʳ 

ʀʩʪʦʯʥʠʢ: http://interfax.com.ua/ 

 ʂʦʣʠʯʝʩʪʚʦ ʚʳʷʚʣʝʥʥʳʭ ʚ ʋʢʨʘʠʥʝ ʩʢʠʤʤʠʥʛʦʚʳʭ 

ʫʩʪʨʦʡʩʪʚ ʚ 2012 ʛʦʜʫ ʚʦʟʨʦʩʣʦ ʥʘ 62%, ʘ ʚ 2013 ʛʦʜʫ 

ʩʣʝʜʳ ʪʘʢʠʭ ʫʩʪʨʦʡʩʪʚ ʫʞʝ ʚʳʷʚʣʷʶʪʩʷ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʚ 

ʥʝʜʝʣʶ, ʩʦʦʙʱʠʣ ʟʘʤʝʩʪʠʪʝʣʴ ʥʘʯʘʣʴʥʠʢʘ ʋʧʨʘʚʣʝʥʠʷ 

ʧʦ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʄɺɼ ʋʢʨʘʠʥʳ ʃʝʦʥʠʜ 

ʊʠʤʯʝʥʢʦ 

 ʇʦ ʜʘʥʥʳʤ ʤʠʥʠʩʪʝʨʩʪʚʘ, ʚ 

2011 ʛʦʜʫ ʙʳʣʦ ʚʳʷʚʣʝʥʦ 45 

ʪʘʢʠʭ ʘʧʧʘʨʘʪʦʚ, ʚ 2012 ï 73, ʘ ʟʘ 

ʧʝʨʚʳʡ ʢʚʘʨʪʘʣ 2013 ʛʦʜʘ ʙʳʣʦ 

ʚʳʷʚʣʝʥʦ ʫʞʝ 37 ʫʩʪʨʦʡʩʪʚ. 

http://interfax.com.ua/


ʌʠʰʠʥʛ - ʢʘʢ ʙʦʨʦʪʴʩʷ? 

    ɺʥʝʰʥʠʡ ʚʠʜ ʪʘʢʠʭ ʩʪʨʘʥʠʮ ʦʙʳʯʥʦ ʠʜʝʥʪʠʯʝʥ 

ʥʘʩʪʦʷʱʝʡ, ʦʜʥʘʢʦ ʝʩʪʴ ʨʷʜ ʦʪʣʠʯʠʪʝʣʴʥʳʭ 

ʧʨʠʟʥʘʢʦʚ: 

 - ʢʘʢ ʧʨʘʚʠʣʦ ʫ ʬʠʰʠʥʛʦʚʳʭ ʩʪʨʘʥʠʮ ʚ ʧʨʘʚʦʡ ʯʘʩʪʠ 

ʘʜʨʝʩʥʦʡ ʩʪʨʦʢʠ ʙʨʘʫʟʝʨʘ ʦʪʩʫʪʩʪʚʫʝʪ ʠʟʦʙʨʘʞʝʥʠʝ 

ʟʘʤʢʘ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʝʛʦ, ʯʪʦ ʦʙʤʝʥ ʜʘʥʥʳʤʠ 

ʧʨʦʠʩʭʦʜʠʪ ʧʦ ʟʘʱʠʱʝʥʥʦʤʫ ʩʦʝʜʠʥʝʥʠʶ, ʘʜʨʝʩ ʚ 

ʘʜʨʝʩʥʦʡ ʩʪʨʦʢʝ ʥʘʯʠʥʘʝʪʩʷ ʥʝ ʩ https://, ʘ ʩ http://; 
- ʂʘʢ ʧʨʘʚʠʣʦ ʥʘ çʬʠʰʠʥʛʦʚʦʡè ʩʪʨʘʥʠʮʝ ʩʦʦʙʱʝʥʠʷ, 

ʤʦʰʝʥʥʠʢʠ ʧʨʦʩʷʪ ʚʚʝʩʪʠ ʧʦʣʫʯʝʥʥʳʡ ʦʪ ʙʘʥʢʘ ʨʘʟʦʚʳʡ 

ʧʘʨʦʣʴ, ʥʦʤʝʨ ʤʦʙʠʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ ʠ ʪ.ʜ.  



ʇʦ ʜʘʥʥʳʤ ʄɺɼ  ʋʢʨʘʠʥʳ: 

ʉ ʷʥʚʘʨʷ ʧʦ ʢʦʥʝʮ 

ʥʦʷʙʨʷ 2012 ʛʦʜʘ ʚ 

ʋʢʨʘʠʥʝ ʚʦʟʙʫʜʠʣʠ 745 

ʫʛʦʣʦʚʥʳʭ ʜʝʣ ʧʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʷʤ,  

ʚ ʵʪʦʪ ʧʝʨʠʦʜ ʙʳʣʦ 

ʦʩʫʞʜʝʥʦ 113 ʯʝʣʦʚʝʢ. 



ʇʦ ʜʘʥʥʳʤ ʄɺɼ ʈʦʩʩʠʠ: 

ʂʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʚ ʈʦʩʩʠʠ, 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʚ 2012 

ʛʦʜʫ, ʚʳʨʦʩʣʦ ʧʦʯʪʠ ʥʘ ʪʨʝʪʴ ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩ 2011 ʛʦʜʦʤ.  

ʇʦ ʠʥʬʦʨʤʘʮʠʠ ʥʘʯʘʣʴʥʠʢʘ ɹʶʨʦ 

ʩʧʝʮʠʘʣʴʥʳʭ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨʦʧʨʠʷʪʠʡ 

ʄɺɼ ʈʌ ɸʣʝʢʩʝʷ ʄʦʰʢʦʚʘ, ʚ 2012 ʛʦʜʫ ʚ 

ʈʦʩʩʠʠ ʙʳʣʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʦ ʥʘ 28 %  

ʙʦʣʴʰʝ ʚʳʩʦʢʦʪʝʭʥʦʣʦʛʠʯʥʳʭ 

ʧʨʝʩʪʫʧʣʝʥʠʡ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 2011 ʛ. 



ʆʜʥʘ ʠʟ ʩʘʤʳʭ ʨʘʩʧʨʦʩʪʘʥʝʥʥʳʭ ʘʪʘʢ ï 

 ʘʪʘʢʘ  çʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠè  

ʎʝʣʴ DDoS ʘʪʘʢʠ ï ʧʘʨʘʣʠʟʦʚʘʪʴ ʨʘʙʦʪʫ ʘʪʘʢʫʝʤʦʛʦ ʫʟʣʘ.  

 DDoS (Distributed Denial of Service) 



çʍʘʢ-ʫʩʣʫʛʠèé 



 ʌʠʥʘʥʩʦʚʳʝ ʠ ʢʦʤʤʝʨʯʝʩʢʠʝ ʧʦʪʝʨʠ ʠʟ-
ʟʘ DDoS (ʫʧʫʱʝʥʥʳʡ ʜʦʭʦʜ, ʦʪʪʦʢ ʢʣʠʝʥʪʦʚ, 
ʩʥʠʞʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʪʨʫʜʘ ʠ 
ʫʭʫʜʰʝʥʠʝ ʨʝʧʫʪʘʮʠʠ) ʥʘʤʥʦʛʦ ʧʨʝʚʳʰʘʶʪ 
ʧʨʷʤʳʝ, ʦʧʝʨʘʮʠʦʥʥʳʝ ʫʙʳʪʢʠ. 

 ʌʠʥʘʥʩʦʚʳʡ ʫʱʝʨʙ  



 ɿʘʱʠʪʘ ʦʪ DDoS ʟʘʢʣʶʯʘʝʪʩʷ ʚ 
ʦʪʩʝʯʝʥʠʠ ʧʘʨʘʟʠʪʥʦʛʦ ʪʨʘʬʠʢʘ ʥʘ ʫʨʦʚʥʝ 
ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʧʨʦʚʘʡʜʝʨʘ ʜʦʩʪʫʧʘ ʚ 
ʠʥʪʝʨʥʝʪ, ʘ ʪʘʢʞʝ ʚ ʥʝʡʪʨʘʣʠʟʘʮʠʠ ʩʝʪʝʡ 
ʙʦʪʥʝʪʦʚ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʭ ʨʘʩʧʨʝʜʝʣʸʥʥʳʝ 
ʘʪʘʢʠ. 

 ɿʘʱʠʪʘ ʦʪ DDoS-ʘʪʘʢ 



      ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ, ʦʩʥʦʚʥʳʤ 
ʜʦʢʫʤʝʥʪʦʤ, ʨʝʛʫʣʠʨʫʶʱʠʤ ʚʦʧʨʦʩʳ 
ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʙʦʨʴʙʝ ʩ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʷʚʣʷʝʪʩʷ çʂʦʥʚʝʥʮʠʷ ʦ 
ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠè.  
  ʂʦʥʚʝʥʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʤʝʨʳ, ʢʦʪʦʨʳʝ 
ʜʦʣʞʥʳ ʧʨʝʜʧʨʠʥʷʪʴ ʩʪʨʘʥʳ ʥʘ ʥʘʮʠʦʥʘʣʴʥʦʤ 
ʫʨʦʚʥʝ ʚ ʦʪʥʦʰʝʥʠʠ ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ ʧʨʦʪʠʚ 
ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʮʝʣʦʩʪʥʦʩʪʠ ʠ ʜʦʩʪʫʧʥʦʩʪʠ 
ʢʦʤʧʴʶʪʝʨʥʳʭ ʜʘʥʥʳʭ ʠ ʩʠʩʪʝʤ, ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ, 
ʩʚʷʟʘʥʥʳʭ ʩ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ, ʩ 
ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʜʝʪʩʢʦʡ ʧʦʨʥʦʛʨʘʬʠʠ ʠ 
ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʥʘʨʫʰʝʥʠʝʤ 
ʘʚʪʦʨʩʢʠʭ ʠ ʩʤʝʞʥʳʭ ʧʨʘʚ. 

 ʄʝʞʜʫʥʘʨʦʜʥʳʡ ʘʩʧʝʢʪ 

http://www.alppp.ru/law/pravosudie/46/konvencija-o-prestupnosti-v-sfere-kompyuternoj-informacii---185-rus--angl-.html 

(ɹʫʜʘʧʝʰʪ, 23 ʥʦʷʙʨʷ 2001 ʛʦʜʘ) 
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      ʆʪʜʝʣʴʥʳʡ ʨʘʟʜʝʣ ʂʦʥʚʝʥʮʠʠ ʧʦʩʚʷʱʝʥ 
ʤʝʞʜʫʥʘʨʦʜʥʦʤʫ ʩʦʪʨʫʜʥʠʯʝʩʪʚʫ ʧʦ 
ʚʦʧʨʦʩʘʤ ʵʢʩʪʨʘʜʠʮʠʠ ʚ ʩʚʷʟʠ ʩ ʫʛʦʣʦʚʥʳʤʠ 
ʧʨʘʚʦʥʘʨʫʰʝʥʠʷʤʠ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʤʠ 
ʂʦʥʚʝʥʮʠʝʡ, ʜʦʙʨʦʚʦʣʴʥʦʛʦ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 
ʠʥʬʦʨʤʘʮʠʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʦʚʝʜʝʥʠʷ 
ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʫʛʦʣʦʚʥʳʭ ʧʨʝʩʪʫʧʣʝʥʠʡ, 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʂʦʥʚʝʥʮʠʝʡ, ʘ ʪʘʢʞʝ 
ʧʨʦʮʝʜʫʨ, ʩʚʷʟʘʥʥʳʭ ʩ ʟʘʧʨʦʩʘʤʠ ʦ 
ʚʟʘʠʤʥʦʡ ʧʦʤʦʱʠ ʚ ʩʣʫʯʘʝ ʦʪʩʫʪʩʪʚʠʷ 
ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʦʛʣʘʰʝʥʠʡ ʤʝʞʜʫ 
ʩʪʨʘʥʘʤʠ. 

ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʥʚʝʥʮʠʠ ʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 



        ʇʦ ʜʘʥʥʳʤ ɽʚʨʦʩʦʶʟʘ, ʝʞʝʜʥʝʚʥʦ 
ʞʝʨʪʚʘʤʠ ʧʨʝʩʪʫʧʣʝʥʠʡ, ʩʦʚʝʨʰʘʝʤʳʭ ʚ ʉʝʪʠ, 
ʩʪʘʥʦʚʠʪʩʷ ʥʝ ʤʝʥʝʝ ʦʜʥʦʛʦ ʤʠʣʣʠʦʥʘ ʯʝʣʦʚʝʢ. 
ʉʦʚʦʢʫʧʥʳʡ ʫʱʝʨʙ ʦʪ ʥʠʭ ʜʦʩʪʠʛʘʝʪ 300 
ʤʠʣʣʠʘʨʜʦʚ ʝʚʨʦ ʚ ʛʦʜ.  
 ʉ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʙʦʨʶʪʩʷ ʚʩʝ ʩʪʨʘʥʳ 
ɽʚʨʦʩʦʶʟʘ, ʥʦ ʜʦ ʩʠʭ ʧʦʨ ï ʦʪʜʝʣʴʥʦ ʜʨʫʛ ʦʪ 
ʜʨʫʛʘ ʠ ʩ ʚʝʩʴʤʘ ʧʝʨʝʤʝʥʥʳʤ ʫʩʧʝʭʦʤ. ʄʥʦʛʠʝ 
ʥʘʮʠʦʥʘʣʴʥʳʝ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ 
ʙʳʩʪʨʦ ʜʦʩʪʠʛʘʶʪ ʧʨʝʜʝʣʦʚ ʩʚʦʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, 
ʚʝʜʴ ʤʝʩʪʦ ʧʨʝʩʪʫʧʣʝʥʠʷ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ï 
ʛʨʘʥʠʮ ʥʝ ʠʤʝʝʪ. 

ɽʚʨʦʧʝʡʩʢʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ 



        11 ʘʧʨʝʣʷ 2013 ʛ. ʥʘ ʟʘʩʝʜʘʥʠʝ ʉʦʚʝʪʘ 
ʄʝʞʧʘʨʣʘʤʝʥʪʩʢʦʡ ɸʩʩʘʤʙʣʝʠ ʉʅɻ, ʚ ʩʚʦʝʤ 
ʦʙʨʘʱʝʥʠʠ ʛʣʘʚʘ ʇɸʉɽ ɾʘʥ-ʂʣʦʜ ʄʠʥʴʦʥ 
(Jean-Claude Mignon), ʧʨʝʜʣʦʞʠʣ ʨʘʟʚʠʚʘʪʴ 
ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʧʦ ʶʨʠʜʠʯʝʩʢʠʤ ʚʦʧʨʦʩʘʤ, 
ʘ ʪʘʢʞʝ ʚ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ 

ʇʦ ʣʠʥʠʠ ʇɸʉɽ 



 ɼʣʷ ʢʦʣʣʝʢʪʠʚʥʦʛʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ  ʫʛʨʦʟʘʤ 
ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 11 ʷʥʚʘʨʷ 2013 ʛ. ʥʘʯʘʣ ʨʘʙʦʪʫ 
ɽʚʨʦʧʝʡʩʢʠʡ ʮʝʥʪʨ ʧʦ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ. ʆʥ 
ʷʚʣʷʝʪʩʷ ʩʪʨʫʢʪʫʨʥʳʤ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ɽʚʨʦʧʦʣʘ (Europol) 
ʩʦ ʰʪʘʙ-ʢʚʘʨʪʠʨʦʡ ʚ ɻʘʘʛʝ. 
 ʉʨʝʜʠ ʧʨʠʦʨʠʪʝʪʦʚ ʎʝʥʪʨʘ, ʨʘʩʩʣʝʜʦʚʘʥʠʷ 
ʀʥʪʝʨʥʝʪ-ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʚ ʯʘʩʪʥʦʩʪʠ ʚ ʩʠʩʪʝʤʝ 
ʵʣʝʢʪʨʦʥʥʦʛʦ ʙʘʥʢʠʥʛʘ ʠ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʀʥʪʝʨʥʝʪ-
ʧʝʜʦʬʠʣʠʠ 
  

The European Cybercrime 

Centre - EC3 

ɽʚʨʦʧʝʡʩʢʠʡ ʮʝʥʪʨ ʧʦ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ 



        

Contacts Cybercrime Centre - EC3 

ʅʘʰʘ ʂʦʤʧʘʥʠʷ çCyber Safety Unitè, 
ʫʞʝ ʫʩʪʘʥʦʚʠʣʘ ʧʝʨʚʳʝ ʢʦʥʪʘʢʪʳ, 
ʧʦʢʘ ʥʘ ʫʨʦʚʥʝ ʦʙʤʝʥʘ ʧʦʯʪʦʡ ʠ 
ʦʙʩʫʞʜʝʥʠʝʤ ʪʦʯʝʢ ʩʦʧʨʠʢʦʩʥʦʚʝʥʠʷ  
ʠ ʦʙʲʝʜʠʥʝʥʠʷ ʫʩʠʣʠʡ ʚ 
ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʠ  ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 
c ɽʚʨʦʧʝʡʩʢʠʤ ʮʝʥʪʨʦʤ ʧʦ ʙʦʨʴʙʝ ʩ 
ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ.  

ɼʠʨʝʢʪʦʨ ɽʚʨʦʧʝʡʩʢʦʛʦ ʮʝʥʪʨʘ ʧʦ 

ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʊʨʦʝʣʩ 

ʆʝʨʪʠʥʛ (Troels Oerting, Assistant 

Director, Europol & Head, European 

Cybercrime Centre) 



        ʉʣʦʞʥʦʩʪʴ ʧʨʦʙʣʝʤ, ʢʦʪʦʨʳʝ ʭʘʨʘʢʪʝʨʥʳ 
ʜʣʷ ʫʛʦʣʦʚʥʳʭ ʧʨʘʚʦʥʘʨʫʰʝʥʠʡ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ, 
ʜʝʣʘʝʪ ʥʝʦʙʭʦʜʠʤʳʤ ʪʝʩʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ 
ʤʝʞʜʫ ʦʙʱʝʩʪʚʝʥʥʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, 
ʵʢʩʧʝʨʪʘʤʠ ʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ  
ʩʪʨʘʥ ʉʅɻ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ. ɺ ʵʪʦʤ ʥʘʧʨʘʚʣʝʥʠʠ, 
ʥʘʰʝʡ ʢʦʤʧʘʥʠʝʡ, ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 
ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʚ ʬʦʨʤʝ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ, 
ʧʨʦʚʝʜʝʥʠʶ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ 
ʠʥʮʠʜʝʥʪʦʚ ʠ  ʦʢʘʟʘʥʠʷ ʩʦʜʝʡʩʪʚʠʷ ʚ ʧʦʜʛʦʪʦʚʢʝ 
ʢʘʜʨʦʚ ʩʦʪʨʫʜʥʠʢʦʚ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ 
ʦʨʛʘʥʦʚ ʈʝʩʧʫʙʣʠʢʠ ʂʘʟʘʭʩʪʘʥ, ʄʦʣʜʦʚʳ ʠ 
ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. 

ʉʦʪʨʫʜʥʠʯʝʩʪʚʦ ʚ ʨʘʤʢʘʭ ʉʅɻ 



         ɼʣʷ ʵʬʬʝʢʪʠʚʥʦʡ ʙʦʨʴʙʳ ʩ 
ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʥʫʞʥʘ ʩʠʩʪʝʤʘ ʤʝʨ 
ʠ ʨʝʘʣʠʟʘʮʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ 
ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʧʦʣʠʪʠʢʠ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ.    
 ʆʜʥʠ ʣʠʰʴ ʥʦʚʳʝ ʟʘʢʦʥʳ ʥʝ 
ʩʧʦʩʦʙʥʳ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʨʦʩʪʫ IT-
ʧʨʝʩʪʫʧʥʦʩʪʠ. ʅʫʞʝʥ ʢʦʤʧʣʝʢʩ ʤʝʨ, 
ʥʘʮʝʣʝʥʥʳʭ ʥʝ ʪʦʣʴʢʦ ʥʘ ʨʘʟʚʠʪʠʝ 
ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʦʡ ʙʘʟʳ, ʥʦ ʠ ʥʘ 
ʧʦʚʳʰʝʥʠʝ ʫʨʦʚʥʷ ʛʨʘʤʦʪʥʦʩʪʠ ʛʨʘʞʜʘʥ, 
ʩʫʜʝʙʥʳʭ ʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ. 

ʅʝʢʦʪʦʨʳʝ ʚʳʚʦʜʳ 



  ʆʜʥʘ ʠʟ ʥʘʰʠʭ ʛʣʘʚʥʳʭ ʟʘʜʘʯï 

ʵʪʦ ʦʨʛʘʥʠʟʘʮʠʷ ʧʣʦʜʦʪʚʦʨʥʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʨʘʚʦ-

ʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʚ ʩʬʝʨʝ 

ʙʦʨʴʙʳ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ, ʘ 

ʪʘʢʞʝ ʦʢʘʟʘʥʠʝ ʧʦʤʦʱʠ ʢʦʤʧʘʥʠʷʤ, 

ʧʦʩʪʨʘʜʘʚʰʠʤ ʦʪ ʢʠʙʝʨʘʪʘʢ. 

ʇʨʦʝʢʪ çCyber Safety Unitè 



ɼʝʧʘʨʪʘʤʝʥʪ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 

ʀʥʬʦʨʤʘʮʠʦʥʥʳʡ 

ʦʙʤʝʥ 

ʂʦʥʩʫʣʴʪʘʮʠʠ 

 

ʀʟʜʘʪʝʣʴʩʢʘʷ 

ʜʝʷʪʝʣʴʥʦʩʪʴ 
 

ʅʘʧʨʘʚʣʝʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʆʙʫʯʝʥʠʝ 
ʇʨʦʚʝʜʝʥʠʝ 

ʢʦʥʬʝʨʝʥʮʠʡ 

Cyber Safety Unit 



ʄʝʞʜʫʥʘʨʦʜʥʦʝ ʩʦʪʨʫʜʥʝʯʝʩʪʚʦ 

ʈʦʩʩʠʡʩʢʘʷ 

ʌʝʜʝʨʘʮʠʷ  

http://www.cyberpol.ru / 

ʀʥʪʝʨʥʝʪ-ʧʨʦʝʢʪ ʧʦʩʚʷʱʝʥʥʳʡ  

ʚʦʧʨʦʩʘʤ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ  

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ  

http://kz -cert.kz/ru/ 

ʉʣʫʞʙʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ  

ʢʦʤʧʴʶʪʝʨʥʳʝ ʠʥʮʠʜʝʥʪʳ  

(KZ-CERT). 

http:// Security.ase.md 

ʃʘʙʦʨʘʪʦʨʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʄʦʣʜʘʚʩʢʘʷ 

ʕʢʦʥʦʤʠʯʝʩʢʘʷ ɸʢʘʜʝʤʠʷ 

ʈʝʩʧʫʙʣʠʢʘ 

ʂʘʟʘʭʩʪʘʥ  

ʈʝʩʧʫʙʣʠʢʘ 

ʄʦʣʜʦʚʘ  

http://www.cyberpol.ru/
http://www.cyberpol.ru/
http://kz-cert.kz/ru/
http://kz-cert.kz/ru/
http://kz-cert.kz/ru/
http://kz-cert.kz/ru/
http://kz-cert.kz/ru/
http://www.security.ase.md/


ʄʝʞʜʫʥʘʨʦʜʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ 

Korea ʉʐɸ  Great Britain 

http://www.4law.co.il/nh1.htm 

http://www.soca.gov.uk/  

NHTCU ï the National Hi-Tech  

Crime Unit 

Serious Organised Crime Agency 

(Between 2001 and 2006 the UK's  

National Hi-Tech Crime Unit) 

 

http://www.kias.or.kr/  

Korea Information  

Assurance Society 

Kyonggi University 

(ʆʪʜʝʣ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ  

ʂʦʨʝʡʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ) 

http://policy -traccc.gmu.edu/ 

Terrorism, Transnational Crime and 

Corruption Center (TraCCC) 

(ʎʝʥʪʨ ʧʦ ʠʟʫʯʝʥʠʶ 

ʪʨʘʥʩʥʘʮʠʦʥʘʣʴʥʦʡ  

ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʧʨʝʩʪʫʧʥʦʩʪʠ  

ʠ ʢʦʨʨʫʧʮʠʠ ʧʨʠ 

ɸʤʝʨʠʢʘʥʩʢʦʤ ʋʥʠʚʝʨʩʠʪʝʪʝ) 


